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FOREWORD

This public:ict, the Sibsystem Evaluation Report, Clyde Digital Systems, DIALBACK Version
.5. iP, bein iSSICd by thc NaItional Computer Security Center under the authority of and in
c~ordance with DoD Directive 5215.1, "Computer Security Evaluation Center." The purpose of

this rcpurt is to document the results of the eVaIuat.,,n of Clyde's DIALBACK Version 1.5. Awy
rejquirements stated in this report are taken from Department of Defense Trusted Computer System
Eva(lation Criteria, dated December 1985.
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EXECUTIVE SUMMARY

EXECUTIVE SUMMARY

The Clyde DIALBACK Version 1.5 is intended to serve as a user authentication mechanism for
use with any VAX/VNS 2 systems. Since DIALBACK is a security subsystem rather than a
complete system, it was vot evaluated against an entire class in the Dpartment offJ)'enxe Trut.N,'ed
Cornptire.r System Evaluation Critcria, dated December 1985, hereafter referred to as the "Citeria."
Rather, it was assessed as to how well it performs use- authenticaioi; ,md audit of dial-in event.,.

The evaluation team has determined that DIAlBACK is a useful, effective authentication
mechanism when configured as specified in this report.

Precaution must be take, in h,- administration of call-back security systems because O'cy rely (]
the proper operatio, of generally unsecure telephone systems. Administrators of call-back sectuity
systems must therefore take great care in setting up such a s% stem so that th., ,o not create a si attI or,
that instills a false sense of security. The DIALBACK documentation, specifically "Ap endix A."
does an excellent job of pointing out the necessary precautions thaI must he taken in order to ,"curc
such a system.

I DIALBACK Version 1.5 is not pesently suppoited for VAX/VMS Version 5.

2 VAX and VMS are trademarks of Digital Equipment Corporation.

-vii- Atgust ")1), 1t)88
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INTRODUCTION

Back eroUnd

On ,aiiarv 2, 11)81, the Directo: of the National Security Agency was assigned the responsibility
f ,r iCre,,i -I- the use of trusted computer security products within the DepaTtment of Defense. -\-
a result, the DIi) Computer Security Center was established at the National Security Agency. Its
official charier is contained in DoD Directive 5215.1. In September 198.1, National Security
Deciiorn Dirctive 145 (NSDD 145) expanded these responsibilities to include all federal
-:-Cv'eruMcn.'t AL '" , ' -s. As a rc,,iflt, the Center became known as the National Computer Security
Center i NCSC', i, At& L1,,t 1983.

The primary goal of the NCSC is to encourage the widespread availability of trusted computer
s,-tens: that is, systcis that employ sufficient hardware and software integrity measures for use
-I the simiiltanerius processing of a range of sensitive or classified information. Such

encouragement is brought about by evaluating the technical protection capabilities of industry and
g'overrme:,t-clcveloped systems, advising system developers and managers of their systems'
suitability for us-._ n processing sensitive information, and assisting in the incorporation of computer
security requirements in the systems acquisition process.

The NCSC Coi puter Secirity Subsystem Evaluation Program

While thc NCSC devotes much of its re.,ources to encouraging the production and use of large-scale,
mulii-purpo.e Irusted computer systems, there is a recognized need for guidance on, and evaluation
ot, computer security products that do not meet all of the feature, architecture, or assurance
requirements of any one security class or level of the Criteria. The NCSC has, therefore, established
a Computer Security Subsystem Evaluation Program.

A-1-- ,-Ial of the NCSC's Computer Security Subsystem Evaluation Program is to provide computer
inlstallation managers with infonnation on subsystems that would be helpful in providing immediate
computer security improvements to existing installations. Managers should note that subsystems
are not capable of protecting information with such assurance that classified information may be
maintained on a system protected only by subsystems. Neither may subsystems be used to
upgradeth." protection offered by other complete security systems for the sole purpose of adding
the ability to store or process classified material. Subsystems may be added on to other protection
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devices to add another layer of security but in no way may be used as justification for processing
classified material.

Subsystems considered in the program are special-purpose products that can be added to existing
computer systems to increase security and implement a stcurity feature from the TCSEC. They
also have the potential of meeting the limited security needs of both civilian and government
departments and agencies. The scope of a computer security subsystem evaluation is limited to
consideration of the subsystem and the attached system and does not address or attempt to rate the
overall security of the processing environment. To promote consistency in evaluations an
assessment is made of a subsystem's security-relevant performance in light of applicable standards
and features outlined in the Criteria. Additionally, the evaluation team reviews the vendor's claims
and documentation for obvious flaws which would violate the product's security features, and
verifies, through functional testing, that the product performs as advertised. Upon completion, a
summary of the evaluation report will be placed on the Evaluated Products List.

The report wil! not assign a specific rating to the product, but will provide an assessment of the
product's effectiveness and usefulness in increasing computer security.

August 29, 1988 -2-
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PRODUCT EVALUATION

PrloduIct Overview

The DIALBACK systemn is anu add-on security product whfilch is designed to provide User
I ithea ct ion or any V AX/VNI S syste~m by providing the capability to redial1 uIsers at their

er-IIIia t'-I ephone n umbcr. It conlsistsof severl softwa re utilitieS that arecdesig ned to provIie
c \cc uriCtvmehaiffl'1S. TheseC Utilities attempt to prov'ide the ahilIity to control di a - in lines arid

incid hdati'as niiaaemclnt utilities that (ontigure the product. When ID IAI BA (K ] i !wta lled.
0Ihese Lutlltljes Lr2CopieCd tothe VMIS Vter.Once there, they InII epoetdtlO-1[lL~
of AAMS security mec hanIimsS.

Atter iI1Ita ii at ionT and incorporation o)I the patcheCs fouLnd In the DIAl B ACK documentation, thc
"k:t11 III desa "1ed to be used In the f~oliov.imu manner. A DIALBAACK user dials the VNIS s\'stcm
touIII,, lc Ot ce con nected, DIAlB3ACK prom11pts the User tfor his Dl ALB ACK 1ID.

IDI AlB -\ ('K thc a drops 111C colnctor ionad redlial s the user at at pre-assi gned telephone number
)cjttcd in DI :\I.BACK's data base. Upon reconinection, DIALB ACK prompts the user for his

D) ILB A(K piswriand compares it with the passwrd in DIALBACK's database associated
\\ tntue Ni e -alalcu use;r. I hereto)re. I)IAIAACK atterpts to inIsure tnat systemn access is only

pe ii iedtor k apl'c -auth ri ,cd locaItions (i.e. telephone numbers) by D IA LBACK

'! ~ iB :CtKiFs p ss~x d 11ad re-dlal telephone11 n Umbers arc all set by the DIALE ACK
:mI ui!rttor. It ;-:"[snnied, though niot required, thai all D11ALi-iCK D, alk We .c aso u their

VMIS ti ,Crflamc counmterpa rtIs. for au1diting and Simplicity purposes. DIALBACK acts as a front-end
,mlhentrican w and (I(c, esiot pasany in lormation to VMS's LOG INOUT.

T[he 1)1' ;\ IBACK Administrator Is expected to set the appropriate Access Control Entries (ACEs)
'Ind VU cr Illenit icat ion Code IL IC) based protection mechanisms such that only authorized users
are abhle to access the DIALBACK eXecutables and databases.

-3- August 29, 1988
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I-Valnat ion ot F unct iona Ii i

\\h'cn ContCiLred :orrectlx. DI.-\13.-CK canl provide 1an additional althe tication eeail
\VAX/VN'\S S\ ,tCTII',. IDI:\LiA(K prompts tor a LiICer Jeniifler Ohen it rcki\ es a eall. 1
[JfALBA~CK receivc:. a ai identif'ier, the pro-duk, t1 drops the cCnCtiun1 ' %Ith an 'rpit
mesupe and proceed> to red al the user at the speci Cied 11nmbr. Thewusr isthenl promlpted a eICrIC
hi, DlILRACK pass\~ofl to ein access to the s\ stem. i aJjkhiOt lDlAIb:\(i t1it5 ll
attempts and the muce'. or filure of each redial.

[vAaluation of DocuImentation

The DI [ACK docuientatiwn conwit\ ot' three mna.t~ie 1)/Al HA lioqi 'ViU

MIarc!, In)-7, the [)AM ( M r Iital. Marcivh I 9N 7, and the 1)/I\/B A\ 16hjt ~'n
\Iarech lo'7, the DIAIACAK \ersio!, 1.5 Release Nwtes. and A:ppendi\ A\ eituci(L in ihK
Re lease \ te s for i ne )rporlt a'n in the 1)AAA(KR:j~crc'( a Al iia - 'I The' (Ne , d TWII

deser~~~>ed~ (e'' or Inl dtiled description of the Neurtvtatm-c reN , pined !- l)LAI kA~( K
The somntrion" t \umcN a 'Kno.\ edge N t6e \AN/ISoprtn \te 1Wa& e

moe se\d 'o implement l)I:\RACK.

Ins'tal Iion Manual

1 is aanl in a nl I r the ., \tmar.a ra .1 na'h ( 1 i pe

INS-1\~ lf ) \1A ('AK H~)k -11 If-, H:1<SI 'I !V[

Ih~ia ehapk)r 'L% (ietailed n~riin oeriethe initia inrll0a N )AI H\( K

lim t the s\ K,

I See section c urid -l.(1[rocluict in a Trusted fInvironment'' for piidancc o i e
c( niiratin.
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I \STAL.INGA :\I IALBACK UP(IGRADE

'IN , .jpicr z7,i, eN dclat led instruct ions cocr ~Upgradi rig DIAl 13 ACK from~ one
\ ~ cii'nt he next.

(J(\l(. ilk \(i DIAl B\CK FOR YOU~R SYSTEM

V'~ h pcr k uvicd Hi a number of secins that explain the procee of
D>ic1I:\LIACK, DIALBACK macros, thle DIALI3ACK audit 10ou.'

td'i IIAl-RA\ (K liarameters. and DIA LBAC K flow control.

l)L\LBACK FILLS

lhi l appendix I ist5, all DIAIA3ACK files and the directories inl which they muILSt he
locaited.

I Ner' Mnli

1-11h1111H1 tiuiI dtrve to all DIALBACK users. It contains thle following chapters:

UIV i DIAI.BACK

I h! h 'piecr C', e thei MIAl.CA(K uWer anl i ntrod uct io n to the D A LB ACK system and
,,Ni n i i i/eN-- t) c p) )1 ProceCduLIre fo r Iocc,:i n ( in1.

(dAl,)SS,;\R' OF 'IiR\1S

cud\ (ctiliNtcr~\ hic IA;\,13:\(K w r nilac not he fatnfia- ith

1 ) K1 11 1 Ni I I" l ~ m ,11, "
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COMMAND LINE FORMAT

This chapter explains the commands to be used for configuring DIALBACK's dataha'.

MACROS

This chapter explains what DIALBACK macros are and how to use them. It al,,o
explains the macros that come with DIAL13ACK and the process of creating custoni
macros.

CONFIGUiRING DIALBACK FOR UNSUPPORTED MODEMS

This chapter describes how to configure DIALBACK for those modems that are not
,upported by the supplied software.

DIALBACK PARAMETERS

Ths chapter explains each DIALBACK parameter and the process of setting and
displaying them.

CO. 0 A -D R I -- i -- R ELNCE

This chapter describes each DIALBACK command in detail.

APPENDIX A - DIALBACK SECURITY CONSIDERATIONS

This Appendix discusses the need for separate dial-in and dial-out lines, displaying a
"Dialing Back" message for all access attempts, and auditing invalid DIALBACK IDs. It
also provides macros that can be incorporated into DIALBACK in order to increase
security.

August 29, 1988 -6-
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THiE PRODi T IN A TRUSTED ENVIRONMENT

The Clde 1ALBACK pr-oduct is dlesigned to provide additional authentication on VAX/VMS
h\tc' p rov~dlug thle caipability to rCdiall uISers at their specified phone numbers, thereby

I nniica eThe uISer s loca'tion as speci tied by the system admlinistrator. Tils capability can be
cia hLl rdi pI o\ ;c addi tlonlalI at Ith.n t icat ionlntoa t and aissurance to a sy'steni, given that it

i, )tcom ~( -ub .ed. ')ALA I 'B:'CK, when con Ii urcd as, statcdl belowx, 1provides this assurance.

~lP\R \ F iIA-14):\-OT INE:S -- Dl'ILBACK and, to aI muLch greater degree, the,
t ~:C(Il)IV I anpun mut conmfig-ure eaich telephone l ine ais either dial - in or (Iil 1-ou. bult not both.

Pla, Tht'ild he &IiII mc : cniaiceach dtal-Out1 mIodcmI suIch thatl it IS in or-iMICn onlyV (no atlo
:.scradIO" srirn kuiowi cdgc 01theC dti -our numbe1)rs: and( request, ing re] tphone lilies thait

tile telcphfvmc :onlpanv has con1fig"ured ais dial-out only. Un'Tle'S the telcphonC co11M nV C Onlfi cuires
cach (I d -ouLt lie Sutch that they, are not valid numbers for di iii uig (Ii.e. thle ielteph me cop vwill
mitcrcept the caill w ith a "Numb11er not in Service" n-essai-e)-, there is no wayi DIAl .IACK can aissure
it has made a valid Connection.

SIMILAR 'D~IGBACK" MESSAGES FOR VALID A\ND INVALID USER IIDS -- As
shipped, DIALBACK displays a "Dialing Back" messaige for valid user IDs and no messaze for
HIVAlid User I DS. There is a patch in the DI ALBACK docu~mentation that will correct this Such that
either the "Dialing Back" miessalge or no message will be displayed for both valid and invalid IDS.

A1I)IV OF I", VALID IDS -- As shipped, DIALBACK does not audit login attempts using inv'alid
I Ds. Ther-e is a patch in thle DIALBACK d0cu~mentation that will correct this Such thalt use of both
\ alid andI invalid IDS is audited.

ADD)ING A l)IAI.BACK PA\SSWORD -- As shipped, DIALBACK relies on the User's location
for verifylug that thle User is who hie say-s he is. In other words, DIALBACK authenticates a User's
localtionl as opplosed to thle useCr. There is a patch in the DIALI3ACK documentation that will correct
th is suIch that al uIser must enlter both a val it DIA LB ACK I D, password, and be at the proper location
bi-ore vainliig access to thle systeml login.

IThis con figuLration can a!lso he found stated in ''Appendix A - DIA LBACK Security,
Considerations" of thle J)IALI3ACK Rcf rncc Manual.

2 Thiis can bie done throughl the use of a WATS line.

-7- August 29, 1988
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PRODUCT TESTING

Test Procedures

Testing represents a significant portion of a subsystem evaluation. The testing performed was
primarily functional in nature; the security relevant characteristics of the product were compared
against the claims of the vendor. The functional test suite of this product focused upon the following
features: I&A and Audit. These security relevant features were identified in the DIALBACK
Reference Manual.

This test suite consisted of several parts. The I&A mechanism was tested extensively, including
attempts to subvert it and to bypass it entirely.

The Audit mechanism underwent extensive testing consisting of attempts to subvert or bypass the
mechanism itself and attempts to corrupt audit data.

All tests were perform,!d on a VAX/VMS Version 4 system.

Test Results

The test results described below are oriented toward providing the evaluation team's conclusions
concerning the strengths and weaknesses of each security feature provided by DIALIBACK.

When configured according to Appendix A of the DIALBACK Refrremne lan,al and the
configuration stated in this report, DIALBACK is able to provide additional authentication
assurance to VAX/VMS systems. The evaluation team recommends that caution be taken in giving
VAX/VMS privileges and only those users that require access are given access to the I)IALBACK
software, databases, and audit log.

Authentication

The Authentication meciianism was found to function properly, no access was granted to the system
prior t-) entering a valid DIALBACK ID, successful redial, and entering the password associated

-9- August 29, 1988
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with the DIALBACK ID The information used by the DIALBACK was, however, found to be
- modifiable by any user having certain privileges, access control entry, or User Identification Code

faccess.

Audit

The audit records were found to contain the following information: time, date, event type, and user
name. Audit records are created for all login attempts and the success or failure of each redial.

The team found that audit information could be damaged and changed by any user posessing the
necessary VAX/VMS privileges or access control entries to gain access to the audit file. Because
the audit data is in plain text, audit information is open to intelligible changes.

August 29, 1988 -10-
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EVALUATOR'S COMMENTS

There is an inherent problem with all call-back security systems in that they rely on the proper
operation of generally unsecure telephone systems. These telephone systems can easily be spoofed.
It is also the case that certain features provided by the telephone company (such as call forwarding)
could be used to exploit call-back security mechanisms. Modems are only so "smart" in that they
can also be spoofed into believing they are "talking" to the telephone system. Administrators of
call-back security systems must therefore take great care in setting up such I system so that they do
not create a situation that instills a false sense of security. The DIALBACK documentation,
specifically "Appendix A", does an excellent job of pointing out the necessary' precautions that must

be taken in order to secure such a system.

It should also be noted that such products also rely on the protection mechanisms provided by the
host system. A DIALBACK system administrator should be familiar with VAX/VMS protection
mechanisms (User Identification Code (UIC), Access Control Entries (ACE), and Priviledges) such
that the DIALBACK software and databases can be protected from unauthorized access and
modification.

-!1- August 2), 1988

J"I' S (,O' I %U NT 'g
t

II
' (

I\
I~ 1 i eg , E2419/IflON



UNCLASSIFIED

REPORT DOCUMENTATION PAGE

C.. ~'-'' F 'AP. V.5

UNCLASSIFIED Non:

Approved for public release;

A, Distribution Unlimited

, 'I t'. " 'C ' \-1 ZAT 0% VE2O JP VUMBER(S,

CSC- EP L-88/005 S231,241
S( ' -,- " .h (a 'A, (Y M'0',.

7  
C OPGA', ZA4 ON

National Comnputer Security C:enter .... ,..

%1 ADD: F5 (3 :t . d/l /11)

9800 Savage Road
Ft. George G. Meade, MD 20755-6000

" .* "[ ,(" . -4t A ,(' /A ',,d.' VA S. \S(v • E ' 7 C FCA 0 ,M

* ~~~ ~ ~ ~ C V0* //) 5a.~

K 'j 7 'x) %J '0 'JO

" " (,'r0t ,,,1o So'(tr,,q C ., s j f, onur)

Car! 'on, St e nen, St gdon, Dana Nell, Taylor, John; Wyszynski, John

": .'- -" - A' -A .) ', .t\Dv)FRP)9(rMe DaTi (r uACE(C

I nl 1,, " 20

R,; ~ M (Coirinue on r i,o,g .' cssnao jnd,dentify by blok number)
NCSC TCSEC authentication VAX/VMS DIALBACK Criteria
audit

The DIALBACK system is an add on security product which is designed to provide user authentication
for any VAXiVMS system by providing the capability to redial users at their pre-assigned telephone
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